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Abstract

Web-based surveys are efficient and cost-effective methods to collect data from diverse, large, and geographically dispersed
populations. They overcome the physical and logistical barriers of in-person or paper-based data collection, enabling broad, rapid,
and inclusive participation across geographic and demographic boundaries. However, the increasing automation of online
environments exposes these surveys to threats from bots, duplicate entries, and fraudulent responses that can compromise data
integrity and study validity. This method-focused paper presents a comprehensive strategy for minimizing these risks through three
interrelated stages: Design and Testing, Data Collection, and Data Cleaning and Validation. The structure integrates technical
solutions and strategic research design principles to prevent, detect, and remediate survey fraud while safeguarding participant
privacy and accessibility. Key preventive measures include eligibility screening, geofencing, device fingerprinting, CAPTCHA
implementation, and honeypot traps during instrument design and testing. Real-time monitoring employs personalized survey links,
traffic pattern analysis, and consistency checks to identify anomalous behavior during the data collection stage. In the last stage after
data collection, rigorous data cleaning involves automated rule-based filters, manual adjudication of suspicious responses, and
reliance on composite fraud scoring models to ensure the inclusion of high-quality, bot-free data for analysis. By synthesizing
current best practices and emerging challenges, this work provides a practical guide for researchers designing and conducting secure
web-based surveys in increasingly complex and adversarial digital environments.
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Survey research

Surveys are powerful tools for measuring population
characteristics, behaviours, and attitudes, providing
valuable insights that inform research, policy, and decision-
making across diverse fields[1]. Traditional survey methods
such as face-to-face, mail, and telephone surveys continue
to be widely used, yet each presents inherent challenges
related to cost, logistics, screening difficulties, and response
rates that affect their effectiveness and feasibility. These
challenges vary by methods, ranging from staffing and
geographic limitations in in-person surveys to caller ID
screening and rising operational costs in telephone surveys
[2]. This evolving landscape necessitates consideration of
web-based surveys, which offer various advantages, but also
face a distinct set of data quality and security risks.

In the current digital era, the reach and convenience of the
Internet have transformed survey methodology. Web-based
surveys have become a dominant format across a wide range
of age demographics [3]. The rise is mainly due to their
cost-effectiveness, ability to reach a large audience, and the
removal of physical barriers and scheduling constraints,
allowing participants to respond at their convenience. In many
social research studies involving sensitive questions,
respondents are more likely to give accurate responses to an
online survey compared to a face-to-face or computer assisted
telephone survey [4]. This format helps eliminate survey
administrator bias and removes the need for separate data
entry, since respondents enter their answers directly into the
electronic system [5]. Despite these advantages, online survey
administration introduces unique risks to data quality. These
Corresponding Author risks come primarily from survey fraud, including automated
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rarely detail the survey administration protocol and data
cleaning techniques to detect and remove bot and fraudulent
responses [7]. This paper addresses this gap by focusing on
bot infiltration and presenting a platform-agnostic approach
for prevention, real-time detection, and post-field
remediation within the broader web-survey workflow. It is
increasingly documented in recent literature that addressing
these threats is essential, because unchecked fraud can
distort samples, bias estimates, and ultimately compromise
inference [8].

Web-Based Survey Methods

A survey, in its most fundamental form, involves collecting
information from a sample of individuals through their
responses to questions [9]. Web-based surveys are often
self-administered questionnaires, mostly delivered and
completed via the internet. It allows researchers to
efficiently collect data from diverse and geographically
dispersed populations.

In the late 1990s and early 2000s, leading survey
methodologists warned that internet coverage was too
limited for the general-population to conduct web surveys
[10]. Since then, individuals’ access to internet has
expanded substantially. In most urban settings today,
household internet availability is near-universal, making
web-first or web-only designs feasible for many studies,
with remaining gaps concentrated among older adults,
lower-income households, and rural/remote areas.
According to the World Bank’s 2024 data[11], over 80% of
the population in most high-income nations has regular
internet access, making web-based survey designs viable. In
methodological terms, web-surveys preserve the classical
structure of survey research (design, sampling, recruitment,
data collection, and analysis) while introducing digital
dependencies that require additional safeguards.

Currently most web-based surveys use prominent platforms
such as Qualtrics, SurveyMonkey, Google Forms, REDCap,
and others. They offer wuser-friendly interfaces,
customizable question formats, and integrated data analysis
tools, addressing a wide range of research needs from basic
feedback collection to complex experimental designs. These
platforms also enable automated data capture, adaptive
branching, and multimedia integration, enhancing
convenience and data integrity.

Current Threat Landscape in Web-based Surveys

The modern web-survey environment faces a growing
spectrum of threats driven by increasing automation, data
exploitation, and participant incentives. Within web-based
survey research, these threats can be conceptualized through
the Total Survey Error framework, which addresses
representation and measurement errors specific to this

context 12. Within web-based surveys, 'errors of
representation' arise from ineligible or automated
respondents such as bots or duplicates, while 'errors of
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measurement' primarily stem from inattentive or low-effort
human responses.

Many web-based surveys are anonymous; therefore,
eligibility is easier to spoof, identities can be recycled, and
responses can be generated by scripts or language models
that look superficially “reasonable.” Fraudulent entries are a
frequent phenomenon here, which can severely compromise
the validity of study estimates. This warrants employment of
rigorous safeguards aimed at virtually eliminating such
responses. At the same time, these safeguards must be
calibrated so they do not erode privacy, reduce accessibility,
or undermine participant trust.

Bots and Fraud in Web-Based Surveys: Motives and
Mechanisms

Recent studies show that, the web-based surveys can meet
or even significantly exceed response rate than the mail
questionnaire [13]. However, the trade-off here is exposure
that often invites automated bots. These malicious software
applications can complete surveys automatically and at
scale [14], often motivated by financial gain or
manipulation of study outcomes, that can quietly distort
estimates or overwhelm recruitment budgets [8].

Bots are created to mimic human interactions in online
environments, including surveys. Their motives vary but
commonly include financial gain, such as exploiting
incentives or rewards for completing surveys, and
fraudulent manipulation to distort data or disrupt research
validity. Some bots are deployed by profit-driven
individuals to inflate participation numbers or harvest data,
while others serve political or commercial interests, aiming
to influence rankings, public opinion, or policy perception.
In severe cases, bot activity is used strategically to
undermine data reliability, manipulate consumer insights, or
sabotage competitors.

Strategies for Risk Mitigation

This section outlines a practical approaches or safeguarding
data quality in web-based surveys. In order to measure and
control the quality of the survey, we first need to understand
the survey process [1]. In existing literature, survey
implementation or execution processes is categorized in
diverse ways. Some scholars define the stages as
pre-fielding, fielding, and post-fielding stages [15], while
others describe them as design, instrument development,
and execution [16]. For the purpose of this study, these
processes are synthesized into three stages: (1) Design and
Testing, (2) Data Collection, and (3) Data Cleaning and
Validation. This three-stage conceptualization helps
researchers to strategically plan which preventive measures
to implement, determine the optimal timing for each, and
understand how to effectively apply these controls to
combat automated or bot responses throughout the entire
survey process.
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In the Design and Testing stage, foundational controls focus
on eligibility criteria, recruitment strategies, and instrument
development to prevent opportunities for fraudulent
responses. This stage includes piloting and refining the
questionnaire to ensure it deters automation and promotes
valid participation while maintaining respondent privacy
and accessibility.

During the Data Collection stage, real-time monitoring
mechanisms are implemented. These include throttling
traffic spikes and using platform-specific links to pinpoint

problematic channels. Personalized authentication to
enforce participation limitation, while geo—time-zone
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checks block out-of-scope entries. The continuous oversight
facilitates early identification of irregularities, allowing
prompt intervention such as restricting access or modifying
recruitment channels to uphold data integrity.

The Data Cleaning and Validation stage encompasses
post-field rule-based filtering to remove duplicates, illogical
or implausible responses, and other low-quality data.
Manual reviewer adjudication is needed for contextual
insights with flagged entries. Documenting each decision
and balancing exclusion thresholds to protect participant
inclusion and confidentiality is also a big part of this stage.

Design and Testing

Eligibility Screening

Geo Fencing

Device Fingerprinting

CAPTCHA & invisible reCAPTCHA
Honeypot Traps

Data Collection

Traffic Spikes

Unique URLs for different platforms
Personalized User Authentication
Geo-Time zone consistency
Incentive Review

. & & & @

Data Cleaning & Validation

Timing Thresholds
Duplicate Identifiers
Location Mismatch
Composite Fraud Score

Figure 1: Risk mitigation strategies across the three stages of web-based survey execution
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Stage 1: Design and Testing
Eligibility Screening: Effective prevention starts before the

survey launch. The survey life cycle begins with designing
the survey instrument, where eligibility rules are established,
and sampling strategies are defined. At this stage, researchers
must anticipate the possibility of unwanted traffic from bots
and fraudulent actors and define eligibility criteria that are
both verifiable and resistant to manipulation. This strategy is
moderately effective in bot detection and prevention [14].

In web-based surveys, researchers also should reveal as little
as possible about study purpose before -eligibility is
established. This can be done by hiding titles and defer
introductions until after screeners, so that large language
model (LLM) driven bots can’t mine context to choose the
“right” answers.

Geo-Fencing: Geofencing establishes a virtual boundary
around specific geographic areas [17], allowing researchers
to ensure that survey responses originate only from eligible
locations while automatically blocking out-of-region IPs.
This targeted approach enhances data accuracy and prevents
unauthorized participation. Nonetheless, sophisticated bots
can circumvent geofencing by leveraging technologies such
as Virtual Private Networks (VPNs), which allow them to
appear as if they are located within the specified boundary
despite being elsewhere.

IP or Device based Fingerprinting: Fingerprinting allows
anonymous detection of repeated attempts from the same
device. This function places a cookie on the respondent’s
browser after they submit a response that blocks them from
submitting a subsequent response [18]. However, Virtual
Private Servers (VPS) pose a significant challenge VPS
technology can bypass IP and device-based fingerprinting
methods because it allows bots to operate behind
independently unique IP addresses and manipulate device
signatures to evade detection [19]. Additionally,
sophisticated bots can modify device fingerprints, and submit
multiple survey responses [20]. Researchers need to be aware
that restricting survey access by IP address also comes with a
cost, as it may also exclude legitimate participants who share
the same IP, such as family members or students living in
shared housing [21].

CAPTCHA and reCAPTCHA: CAPTCHA has long been
used to keep bots from misusing web services [22]. It is an
automatic security test to determine whether a user is a real
human or a computer program [22], which is said to be easy
for humans but difficult for computers [23]. Embedding an
invisible reCAPTCHA at the start of the survey adds a
human-interaction step that remains a relatively high barrier
for automated bots [22]. These systems evaluate cursor
movement, scrolling, page dwell time, and input hesitation,
which tend to differ between humans and bots. If the system
detects suspicious, non-human-like behavior, it may require
the respondent to complete an additional test, such as
selecting images matching a prompt. This process helps
prevent the entry of invalid or fraudulent actors into the
survey. While CAPTCHAS serve as an important initial
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defense against automated bots, they are not foolproof, as
many CAPTCHA implementations lack sufficient security to
block more sophisticated attacks [14].

Honeypot Traps: Another technique can be used during
instrument design is to include hidden questions also known
as honeypot fields. This is a form of a trap embedded in a
survey, programmed to engage and deceive bot respondents
[14]. This can be accomplished by adding the @HIDDEN
action tag to an item in REDCap or by adding custom
JavaScript code to an item in Qualtrics [19]. These are hidden
questions visible only to automated bots help distinguish
machine entries from human participants. However,
advanced bots may still detect hidden questions and
intentionally avoid responding to them to pose as human [14].
Nevertheless, researchers should implement honeypot
questions in web-based surveys as they do not require extra
effort, but can trap some bots in the process without
burdening participants.

Stage 2 - Data Collection
Traffic Spikes: Even with meticulous survey design,

real-time monitoring during data collection remains essential.
Fraudulent submissions often occur in bursts characterized
by atypical completion times, spikes in traffic, or uniform
response patterns. Continuous tracking of submission
velocity, IP activity, and completion metadata enables early
identification of such anomalies.

Unique URL:s for different Platforms: It is advantageous to
view recruitment channels as an integral part of access control.
The initial layer of protection involves identifying who can
access the survey and how they gain entry. A key strategy to
reduce bot respondents involves issuing personalized,
single-use survey links to each participant, ensuring that each
link can only be accessed once and cannot be shared or reused
[19]. For closed populations, such as university students, panel
members, or clinic patients, implementing this strategy is
sometimes feasible. However, when the survey is designed for
broader audience, links disseminated on public social media
platforms typically attract more opportunistic traffic. In this
scenario, one possible measure is rotating link variants
associated with each channel and monitor if any streams
produce unusual activity. When anomalous activity is
detected, it is advised to shut down the compromised survey
link and replace it with a new link and fresh tokens [14]. This
limits rapid, repeated bot submissions and reduces the burden
of data cleaning later in the process.

Geo-time zone consistency: Researchers can perform a
geo-time zone consistency check in by capturing the
participant’s local time via JavaScript and comparing it to their
reported or expected time zone. For example, Qualtrics allows
embedding JavaScript code that retrieves the client's browser
time (which reflects their local time zone) and stores it in an
embedded data field for later analysis or conditional logic.
Other measures during the monitoring phase of a survey
include but are not limited to monitoring IP and associated
location to find mismatches, Geo-checks and time-zone
consistency, and they should be applied judiciously.
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Incentive Review: Compensation for survey participation
should not be automated. Taking time to screen the received
data for potential fraudulent responses before sending
incentives can discourage bots [14].

Stage 3 - Data Cleaning & Validation
Even with advanced security, sampling, and in-survey quality

checks are in place, some problematic responses may still slip
past initial defenses. For this reason, a thorough data cleaning
and validation stage is necessary to ensure bot-free responses.
This stage involves systematically verifying that all control
measures implemented during the survey design phase were
effective. By rigorously assessing these controls at the
validation stage, researchers can ensure that the survey data is
consistent with the intended participant criteria and free from
automated or fraudulent responses. For example, if bot
detection feature is enabled in Qualtrics, it activates the field
Q_RecaptchaScore, where a score of greater than or equal to
0.5 means the respondent is likely a human and a score of less
than 0.5 means the respondent is likely a bot [24]. There are

some other measures that can be considered during this stage:

Timing Thresholds: Another way to identify bots at this
stage is to check for unusually short completion times.
Automated filters can flag and remove responses completed
too fast to be genuine. Therefore, applying timing thresholds
during cleaning can be effective. It helps to exclude both
careless and fraudulent submissions without relying on
subjective judgment.

Duplicate Identifiers: Rule-based filters can also be applied
to make an automated checks to remove duplicate entries,
responses that violate survey logic, or submissions that fail
critical quality controls (for example, impossible answer
combinations). This helps prevent fraudulent responses
without human subjectivity.

Location Mismatch: Manual review processes target
inconsistencies such as mismatches between declared and
IP-based geolocations. These patterns strongly indicate bot
activity or respondent attempts to manipulate the survey.
Careful adjudication of this metadata strengthens detection
beyond automated flags alone.

Composite Fraud Score: Instead of relying on single
indicators, researchers can also benefit from composite
scoring models (for example, Relevant ID, Q Recaptcha
Score and Q Ballot Box Stuffing in Qualtrics), which
integrate multiple flags to identify probable fraud with high
accuracy and minimize false exclusions. For instance, logic
based on these fields can be set up (such as screening out
possible bots or fraudulent responses), by adding these
embedded data fields to the survey flow. Thorough and
transparent documentation of all cleaning decisions,
including rationale and impact, is vital to maintain ethical
standards and scientific rigor throughout data validation.

Additional Measures for Survey Fraud Prevention:
There are additional controls available in all the stages
mentioned above that can help flag suspicious activity and
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prevent bots when the survey is launched. Studies have
suggested that lowering incentives would lower fraudulent
behavior[18]. However, lowering incentives usually also
lowers the participation rates. Researchers can also include a
clause offering to interview participants after they complete
the survey. However, to maintain anonymity and avoid bias,
the contact information collected for scheduling interviews
must be stored separately from survey responses. If responses
are linked to identifying information, participants may alter
their answers, leading to interview bias. Different platforms
use common features such as bot-detection scores
(RelevantID ~ fraud  score  for  Qualtrics)  [24],
duplicate-response checks, and “ballot box stuffing” which
can guard against automation, identify repeated entries, and
block duplicates before they enter the dataset [25].

Some Examples of Scenarios, Signals, and Immediate
Actions in Web Surveys:

Table 1 presents some sample scenarios at two evidence
levels: soft signals and hard triggers. Soft signals are
suspicion cues that require confirmation before exclusion;
hard triggers are pre-specified fail conditions that justify
immediate containment or removal. For each case, the table
lists what is noticed first, the signals (diagnostic
confirmations), and the actions that needs to be taken if such
cases occur.

Table 1: Detection Signals and Countermeasures for
Fraudulent Responses in Web-Based Surveys

Scenario

Signals

Immediate Actions

Sudden surge in
submissions

(soft signal)

Submissions arrive in large
bursts within short period of
time; Response quality drop s
during an “attack window”
platform fraud scores spike.

Pause or throttle survey link;
mark the suspicious time
window; ensure bot controls
like reCAPTCHA and
fingerprint checks ; rotate new
channel-specific link.

Claims
inconsistent with
eligibility/location

(soft signal)

Claimed eligibility (e.g.,
region or time zone ) doesn’t
match IP geolocation; entries
originate outside the target
area.

Enable geofencing or server -
side screen -outs where
justified.

Incentive requests
cluster or repeat

(soft signal)

Same email/phone/name
across multiple entries or
waves for repeat incentive
request.

Cross-check incentive
requests using
name/email/phone; queue
suspicious cases; withhold
rewards pending adjudication.

Hidden item
(honeypot) is
populated

(Hard trigger)

Responses appear for hidden
items that are invisible to
human users.

Exclude per pre -registered
rule; flag neighboring time
window; consider elevating
entry friction (e.g.,
CAPTCHA) for that channel.

Extreme speeding

(Hard trigger)

Survey completed in
implausibly short time relative
to its length or complexity.

Apply soft minimum -time
rule; flag for adjudication;
exclude if failing multiple
criteria

Duplicate
submissions from
the same agent

(Hard trigger)

Same device/browser
fingerprint used repeatedly;
platform flags high
duplication scores.

Enforce rate limits per device/
IP address by using survey
platform’s duplicate detection
tools; remove confirmed
duplicates during data
cleaning.

Conclusion

In an era where bots are rapidly evolving, the threat of
fraudulent data in web-based research has never been greater
[25]. Despite strong initial safeguards, the emergence of
advanced Al agents that are powered by large language
model (LLM), has dramatically complicated the challenge.




Recent experiments reveal that these Al bots can outsmart
many traditional quality checks: they detect and skip hidden
trap questions, slow their pace to evade timing alerts, and
craft tailored responses that convincingly mimic human
behavior across both closed and open-ended survey items
[26]. While each individual control can potentially be
defeated, a multi-layered, collective plan remains the most
robust defense. Collectively, these measures increase both
the technical and resource cost required for fraud or bot
attacks and reduce the number and impact of fraudulent
responses during the survey’s fielding period [26].

Finally, designing and conducting a web-based online survey
requires addressing a comprehensive range of security and
privacy challenges. At the same time, researchers also need to
consider the benefits of each method against its costs and
practical challenges [19]. For instance, removing payment for
participants might reduce fraud but also discourage people
from joining the surveys [18]. Therefore, ensuring data
integrity in web-based surveys requires a multi-layered
approach that combines technological safeguards with
thoughtful instrument design, continuous monitoring, and
rigorous data validation.
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